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Abstract. Most of the regular expression libraries in current programming
languages utilize a dynamic constructor parameter to construct a state ma-
chine, which will be used later in the matching. When this constructor pa-
rameter does not fulfill the requirements of the correct regular expression
syntax, a runtime error – usually an exception – occurs. It would be highly
beneficial if we could catch this kind of problem at compile time with the help
of static analysis. The prerequisite of such an analysis is that the constructor
parameter is fully known at compile time. In this research, we investigate the
extent to which this prerequisite holds true for open-source software projects.
We measured 26 different popular open-source projects, and we found that in
more than two-thirds of the time, constructors used hardcoded parameters.
This result opens the possibility for the creation of an effective static analysis
tool.
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1. Introduction
Regular expressions are an everyday part of software programming. Common sce-
narios like input parsing, file lookup, and search and replace are just a few examples,
and in truth, it is hard to fathom a program with any meaningful complexity that
can omit them. Most tools, like grep, that build regular expressions also come with
robust techniques to check for their correctness.

Most of the current libraries work on the idea that regular expressions are imple-
mented using state machines. The state machine is usually built up in the construc-
tor, based on a regular expression pattern received as the construction parameter.
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While this is a time-consuming process, later repeated use of the state machine is
relatively cheap. However, the constructor parameter should be matched for the
correct syntax of the regular expression. This error checking happens dynamically
inside the constructor during the construction of the state machine.

During development, regular expressions are notoriously hard to get right.
Their syntax is unintuitive, hard to read, and more importantly, to write [28].
Testing the expressions is also a challenge, as test effectiveness heavily depends on
the test coverage. It is easy to see that test frameworks usually miss the same
corner cases, which programmers also likely forget to implement correctly.

The trade-offs between dynamic and static analysis have been widely studied
and publicized [4, 18, 21, 22, 30]. Briefly, most forms of dynamic analysis require
the execution of the program and also precise input parameters. On the other
hand, static analyzers usually do not require the concrete execution of the program
or any input parameters, offering a unique advantage for detecting programming
errors in the early stages of development [3]. As bugs that are caught early are
faster, easier, and cheaper to fix [7], there are clear advantages for pursuing static
analysis whenever possible.

This paper is organized as follows. We overview the related literature in Sec-
tion 2. The technical background of our contribution is discussed in Section 3. Our
measurement methodology will be introduced in Section 4. We evaluate our results
in Section 5. Future research directions are discussed in Section 6. Finally, our
paper concludes in Section 7.

2. Related work
Our paper investigates how C++ programmers use regular expressions, especially
whether constructors use hard-wired string literals or constants. We found similar
studies to ours aiming at how developers use certain C++ features. The authors in
[19] survey the usage of immutability declarations. In a broader study, the authors
in [48] surveyed how C++ libraries are used.

In their paper, the authors of [15] surveyed library usage of Fedora Linux 37,
which spans just shy of 400 million lines of code. Among other interesting findings,
they identified Boost as the most common third party library, and that the most
frequently used assets from Boost have no, or only partial counterparts in the C++
standard library. They found that there is a “worrying trend” that programmers
do not use bounds checking alternatives to access containers or views.

Regular expression implementations that have a super-linear worst-case com-
plexity are vulnerability that can be exploited for denial of service attacks [13].

There are several varieties and extensions to regular expressions implemented
in programming languages. In 2019, a study [14] discussed whether regular expres-
sions written in one language can be ported as-is from one language to another.
Across 193,524 projects and 537,806 regexes they found if ported, 15% posed a risk
logic errors due to semantic differences, 10% might have performance differences
to the extent where they posed a security risk.
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Vulnerabilities connected to regular expressions and their usage are long time
in the focus of research. One critical problem regarding regular expressions is the
quality of their tests. Regular expressions are often less thoroughly tested than
other parts of the codebase, according to a 2016 survey [8] with python developers.
In 2018, a paper [46] measured that only 17% of regexes are tested in the 1225
Java projects they inspected, and even among those, their coverage (positive and
negative test strings) were poor. The AREXT [44] tool is developed to automat-
ically find, and generate test strings against regular expressions for full coverage,
inspired by the former two papers.

The authors of paper [25] describe how “evil” test strings can be generated for
testing regular expressions.

The Boost.Xpressive library provides functions to search strings using regular
expressions [32]. Boost.Xpressive makes it possible to write down regular expres-
sions as C++ code rather than strings. That makes it possible to check at compile
time whether a regular expression is valid or not. However, Boost.Xpressive heav-
ily utilizes C++ template metaprogramming [1, 45], which makes its syntax very
different from other regular expression libraries.

While not specific to regular expressions, prior work highlights broader efforts
to improve reasoning about program properties. For example, ARC (Automated
Reasoning in the Class) proposes the deployment of automated reasoning tools in
education, and surveys of specification languages categorize how properties can be
expressed and checked (statically or dynamically), providing context for specialized
analysis tools, such as ours [16, 24].

3. Technical overview
In the current C++ development, the landscape of regular expressions is fairly
fragmented. Currently, there are three major libraries providing regex capabilities.
These are the standard library (std::regex), Boost.Regex and Google’s RE2.
Each of them uses a different grammar by default. The standard library uses
the ECMAScript 262 standard, which is an older version of the standard used in
JavaScript. The Boost.Regex library defaults to the PERL regex grammar, which is
the most feature-rich of the three. Finally, Google’s RE2 defines its own grammar.
The RE2 regex library promises linear matching time for every pattern. To achieve
this developers had to strip functionality present in most other regex libraries,
such as backreferences. It further complicates things that most libraries support
multiple standards. For instance, the standard and boost regex both support the
POSIX Basic Regular Expression (BRE) grammar, which is the default in grep, as
well as the POSIX Extended Regular Expression (ERE) grammar, used in awk.

In the midst of these mountains of standards, developers are highly susceptible
to making mistakes when writing their patterns. In Figure 1 we show a few possible
errors regarding the standard std::regex class. One frequent mistake is trying to
use a construct that is not supported by the currently selected standard. Other
common syntax errors can originate from structural mistakes within the pattern.
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These include not closing capture groups or exact quantifiers and improperly adding
quantifiers after non-quantifiable tokens. Another hard-to-detect mistake is invalid
escape sequences. Such a mistake can easily be made if the developer forgets to
use a raw string for their patterns.

std::regex re("(?<=CodeChecker )clang-tidy"); // Using construct not
supported by the standard

std::regex re("(abc"); // unclosed capture group
std::regex re("a{2"); // unclosed exact quantifier
std::regex re("a?*"); // quantifier after a non-quantifiable token
std::regex re("\d+"); // invalid escape sequence, matches "d", not

digits

Figure 1. Example of possible syntax errors in regex constructors.

4. Measurement methodology

To conduct our measurements on C++ projects, we developed a custom static
analysis checker built on the LLVM/Clang infrastructure. Specifically, we extended
clang-tidy 22.0.0, a widely adopted tool, by implementing a custom checker to
identify the instantiation of regex objects. The primary goal of our addition consists
of two parts. First is to measure a baseline of the usage of regular expressions, and
second is to determine in each case whether the pattern is known at compile time
or not.

To achieve our first goal, we made our check emit a warning for each constructor
call, regardless of what parameters it received. This unconditional matching allows
us to safely count the number of times a regex is used in a project.

To complete our secondary goal, we perform a deeper analysis of the parameters
received by the constructor. We try to classify each parameter into one of three
categories. The first category is hardcoded patterns. These are patterns that are
known at compile time. We regard each parameter as such if they are a string
literal, or a constant string or constant character pointer defined with a single
string literal. Our second category consists of patterns, which we determined to be
constructed during runtime. We regard a parameter to be such a dynamic pattern
if there is a concatenation operator in either the parameter itself or in the definition
of the parameter variable. The final category is the unknown patterns, consisting
of parameters that do not fall into either of the previous categories.

To account for a wide variety of programming standards and conventions, we
took measurements in a wide selection of 26 open-source projects. These projects
were sourced from GitHub with the only criteria being that they have at least one
regex constructor in their codebase.
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5. Results and evaluation

The summary of our findings is presented in Table 1. We can see a dominant
usage of hardcoded regex patterns over dynamically constructed ones among the
tested projects. Evaluating the results on a per-project basis, as shown in Table 2,
revealed that in a significant portion of analyzed projects, every single regex pattern
is hardcoded.

The results also show that only in a small number of cases can we determine
that the pattern is constructed during runtime, meaning that with improvements
made to our static analysis tool, we might be able to find even more hardcoded
patterns. These results support our theory that there is a possibility to create a
static analysis tool targeting regexes in C++.

Table 1. Overall number of regex constructors found in open-
source projects.

Constructors 462 –
Constructors with hardcoded strings 322 69.70%
Constructors with dynamic strings 13 2.81%
Constructors unknown patterns 127 27.49%

A detailed investigation can reveal certain static and dynamic patterns from
different libraries. A typical hardcoded regex constructor parameter can be seen
in Figure 2. Bear uses it to escape all characters not defined in its group and wrap
new lines into strings. An example of a dynamic pattern can be seen in Figure 3.
SQLCheck uses a dynamic pattern to search for recursive references.

std::string escape(const std::string& input) {
if (input.empty()) {

return "’’";
}

const std::regex ESCAPE_PATTERN(R"#(([^A-Za-z0-9_\-.,:/@\n]))#");
const std::regex LINE_FEED(R"#(\n)#");

const auto output =
std::regex_replace(input, ESCAPE_PATTERN, "\\$1");

return std::regex_replace(output, LINE_FEED, "’\n’");
}

Figure 2. Hardcoded patterns in Bear.
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Table 2. Distribution of regular expression constructors and the
type of their patterns.

Project Total Regexes hardcoded Dynamic Unknown
Bear [5] 10 10 0 0
Crow [12] 2 1 0 1
bitcoin [38] 2 1 0 1
blender [6] 23 20 2 1
ceph [39] 62 42 6 14
colmap [10] 6 6 0 0
contour [11] 6 6 0 0
drogon [17] 30 14 1 15
folly [27] 14 8 0 6
json [23] 1 1 0 0
libdatachannel [26] 2 2 0 0
llvm-project [40] 3 3 0 0
mold [29] 14 14 0 0
nanogui [31] 2 0 0 2
obs-studio [33] 4 2 0 2
pistache [34] 12 11 0 1
proxysql [35] 58 13 0 45
qt-6.10.1 [41] 33 27 0 6
retdec [2] 34 32 1 1
seastar [36] 12 4 0 8
shaderc [20] 24 11 2 11
sqlcheck [37] 35 32 1 2
threepp [43] 25 24 0 1
whisper.cpp [47] 17 11 0 6
xournalpp [49] 20 20 0 0
zeek [42] 11 7 0 4

6. Future work

In Figure 4 we can see a dynamic constructor parameter. This parameter is con-
structed with the concatenation of a number of namespace variables, therefore, we
currently do not consider it as hardcoded. Although one can recognize that the
variables themselves are hardcoded, and moreover, they are constant. An advanced
data flow analysis could detect this fact and consider the constructor parameter as
a hardcoded one. However, we then still have to model the string concatenation
to obtain the final regex pattern and execute an appropriate syntactic check on it.
This is one of our future research directions.

https://icai.uni-eszterhazy.hu/2026 101https://icai.uni-eszterhazy.hu/2026 101https://icai.uni-eszterhazy.hu/2026 101

https://icai.uni-eszterhazy.hu/2026
https://icai.uni-eszterhazy.hu/2026
https://icai.uni-eszterhazy.hu/2026


T. T. Fürész, K. Umann, Z. Porkoláb ICAI 2026

void CheckRecursiveDependency(Configuration& state,
const std::string& sql_statement,
bool& print_statement){

std::string table_name = GetTableName(sql_statement);
if(table_name.empty()){

return;
}

std::regex pattern("(references\\s+" + table_name+ ")");
std::string title = "Recursive Dependency";
PatternType pattern_type = PatternType::

PATTERN_TYPE_LOGICAL_DATABASE_DESIGN;

auto message = "...";
CheckPattern(...);

}

Figure 3. Dynamic patterns in SQLCheck.

...
const std::string schema_re = "([[:alpha:]]+:\\/\\/)";
const std::string user_pass_re = "(([^:\\s]+):([^@\\s]+)@)?";
const std::string host_port_re = "([[:alnum:].:-]+)";
const std::string path_re = "(/[[:print:]]*)?";
...

bool parse_url_authority(const std::string& url, std::string& host,
std::string& user, std::string& password) {
const std::string re = schema_re + user_pass_re + host_port_re +
path_re;
const std::regex url_regex(re, std::regex::icase);
std::smatch url_match_result;

if (std::regex_match(url, url_match_result, url_regex)) {
host = url_match_result[HOST_GROUP_IDX];
user = url_match_result[USER_GROUP_IDX];
password = url_match_result[PASSWORD_GROUP_IDX];
return true;

}

return false;
}

Figure 4. Quasi-dynamic patterns in Ceph.
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7. Conclusion
This paper discusses the possibilities of static analysis of regular expressions with a
particular focus on C/C++. Despite the age and the wealth of knowledge accumu-
lated in the field of regular expressions, as of writing, we are not aware of any works
that statically check the correctness of types like std::regex or boost::regex.

However, static analysis could be applied for regular expressions only if the
expression is available at compile-time. Before any effort is made in this direction
we have to understand how programmers use regular expressions, especially at
what rate they apply patterns known at compilation time.

We applied the clang-tidy [9] static analysis tool to detect regular expression
objects in large open-source C++ projects and to determine the ratio in which
those objects were initialized with compile-time constant strings. We found that in
typical C++ projects, most of the regular expression objects are initialized based
on hardcoded string patterns, therefore static analysis of them is viable.

The paper describes the method, the algorithm, a prototype implementation,
and the measurement results on large open-source projects. Our results proved
that 69.7% of the regular expression objects are initialized with hardcoded string
patterns, as seen in Table 1. Thus, this research could be the groundwork for the
development of such a static analyzer.
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