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Abstract. Nowadays, email is the world’s primary communication channel,
making it a dominant vector for phishing attacks that exploit urgency, au-
thority, and trust. Advances in Large Language Models (LLMs) have intensi-
fied this threat by enabling attackers to generate persuasive, context-aware,
and multilingual phishing emails at low cost. Traditional machine learning
(ML) approaches are no longer sufficient, as phishing techniques have evolved
with the widespread public use of AI. These systems also face the scarcity of
datasets for non-English content and the lack of human-friendly explanations
of model decisions. Large Language Models can address these limitations,
but are costly and impractical for large-scale deployment given that billions
of emails are sent daily. This paper proposes a selective hybrid framework
combining ML with LLMs in a cost-aware architecture. LLMs are invoked
selectively to correct ML mistakes, translate non-English emails for a single
English-trained classifier, and generate on-demand human-readable expla-
nations of model decisions. GPT-4, Claude, and DeepSeek were indepen-
dently evaluated across these three tasks to identify which performs best and
fastest. The ML mistakes were forwarded to each LLM using task-specific
prompts, translation was assessed across 18 languages, and explainability
was evaluated by converting Local Interpretable Model-agnostic Explanations
(LIME) feature attributions into natural language and measuring readabil-
ity. A Term Frequency—Inverse Document Frequency (TF-IDF) based Linear
Support Vector Machine (SVM) trained on approximately 14.000 English
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emails serves as the baseline classifier. The results confirm improvements
in classification robustness, multilingual coverage, and explainability, while
keeping computational overhead well below universal LLM pipelines. The
three LLMs showed distinct strengths across tasks, highlighting that model
selection should be tailored to each role within the architecture.

Keywords: phishing detection, large language models, machine learning, se-
lective hybrid architecture, explainability, multilingual classification
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1. Introduction

Email is the dominant attack vector for cybercriminals. Phishing accounts for
approximately 90% of data breaches, with an average loss of $3.86 million per in-
cident [5]. Attacks take several distinct forms. Bulk phishing sends identical lure
messages to millions of recipients simultaneously, relying on volume rather than per-
sonalisation — a single convincing template can yield thousands of victims. Spear
phishing targets specific individuals by incorporating personalised details such as
the recipient’s name, role, organisation, or recent activity, making the message
appear to come from a trusted colleague or institution. Whaling is a high-value
variant of spear phishing directed exclusively at senior executives, board members,
or regulators, typically impersonating legal counsel, auditors, or government au-
thorities to authorise large transfers or disclose confidential data. Business Email
Compromise (BEC) involves hijacking or spoofing a legitimate corporate email
account to redirect payments, alter supplier banking details, or extract sensitive
information, causing average losses exceeding $125.000 per incident [1, 16]. Beyond
these established categories, Al-generated phishing has emerged as a new threat
dimension: attackers leveraging LLMs can now produce grammatically flawless,
contextually convincing, and personalised messages in any language at negligible
cost, effectively eliminating the surface errors — misspellings, awkward phrasing,
generic salutations — that rule-based and classical ML detectors have historically
relied upon [15, 16].

Existing defensive systems either apply LLMs uniformly to all inputs [7] or
use preprocessing filters that still route every non-trivial email through expensive
inference [20]. While these systems are described as hybrid, they rely solely on
LLMs for the actual classification decision, making the “hybrid” label a description
of their pipeline structure rather than a reflection of combining fundamentally
different classification approaches.

2. Scientific Literature

Phishing detection has progressed from static blacklists and rule-based filters
through classical ML, deep learning, and transformer-based systems to current
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adaptive multimodal approaches, as illustrated in Figure 1 [18]. These solutions
are discussed in the following sections.

4

Figure 1. Evolution of phishing detection techniques, from black-
list and rule-based systems to adaptive multimodal approaches [18].

2.1. Classical Machine Learning Approaches

Supervised ML with Term Frequency—Inverse Document Frequency (TF-IDF) fea-
ture extraction and classifiers such as SVMs, Random Forests, and Logistic Regres-
sion established the first generation of scalable phishing detectors [12, 18]. Machine
learning algorithms facilitate adaptive classification rules that outperform black-
listing or rule-based filtering, which rely on hand-coded rules susceptible to the
changing nature of phishing attacks [12]. TAWIL ET AL. [26] found TF-IDF with
Random Forest and Logistic Regression achieved F1 of 0.98 at high throughput.
RASTENIS ET AL. [23] demonstrated Linear SVM with TF-IDF scales to multi-
lingual datasets, noting its linear complexity as a deployment advantage. Despite
their speed, classical models struggle with noisy or dynamic datasets [24] and fail
entirely on non-English content [20].

2.2. Large Language Model-Based and Hybrid Approaches

LLM-based systems address the semantic limitations of classical ML but introduce
prohibitive inference costs. LLMs require significant GPU resources, with training
times ranging from hours to days, and API costs for processing 8 million tokens
reaching $36-$128 depending on the model [13, 25]. DESOLDA, GRECO, VIGANO
[7] proposed APOLLO, which integrates GPT-40 with VirusTotal and BigData-
Cloud APIs, achieving 97-99% detection accuracy and generating user-readable
explanations through prompt chaining. LM ET AL. [21] introduced EXPLICATE,
combining a classical classifier with LIME/SHAP attributions and DeepSeek v3 to
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translate feature weights into natural-language warnings, reaching 94.2% explana-
tion accuracy. LEE [20] evaluated four open-source LLMs combining whitelisting
and HTML parsing before LLM inference, improving throughput but still routing
every non-whitelisted email through costly API calls. TARAPIAH ET AL. [25] fine-
tuned three transformer variants — DistilBERT (a lightweight, distilled version of
BERT that retains 97% of its language understanding at 60% of the size), AL-
BERT (a parameter-efficient BERT variant using cross-layer parameter sharing to
reduce memory footprint), and RoBERTa (a robustly optimised BERT with longer
training and dynamic masking) — confirming high accuracy but at GPU-level in-
ference cost. KUMAR, KUSHWAHA, RAJPOOT [18] confirm that hybrid ensemble
approaches dominate production deployments and transformer-era models are the
first to achieve meaningful multilingual generalisation. The critical gap is that
LLMs are invoked uniformly rather than selectively across all prior systems.

Two further limitations remain unresolved: English-trained models drop below
60% accuracy on non-English emails [18, 23] with no general multilingual phish-
ing dataset available [2]; and explainability tools such as LIME and SHAP require
technical expertise to interpret, while LLM-generated explanations have only been
evaluated universally rather than on demand [7, 21]. No prior system simulta-
neously addresses selective deployment, multilingual translation, and on-demand
explainability within a single cost-aware architecture. DESOLDA, GRECO, VIGANO
[7] achieve 97-99% accuracy with APOLLO but process all emails through GPT-
40, making real-time high-volume deployment economically challenging. LEE’s sys-
tem [20] reduces overhead through preprocessing but still applies LLM inference to
every non-whitelisted email. LIM ET AL. [21] demonstrate comparable explanation
quality with EXPLICATE but generate explanations universally rather than on
demand, incurring multi-second overhead per email. The selective hybrid architec-
ture proposed in this work goes further by using calibrated uncertainty as a routing
signal, restricting LLM invocation to the cases where classical ML. demonstrably
fails.

2.3. Our Contribution

This paper proposes a selective hybrid architecture that exploits the heterogeneous
difficulty of email classification, restricting LLM invocation to three well-defined
failure points. Table 1 summarises how the proposed system compares to prior
approaches across key evaluation dimensions.

Table 1. Comparison of system capabilities across key dimensions.

System Efficiency Accuracy Multilingual Explainability
ML only (SVM) High Moderate No Partial
LLM only (APOLLO [7]) Low High Yes Yes
EXPLICATE [21] Moderate High No Yes
Proposed (Selective) High High Yes Yes
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The main contributions are: (1) a selective architecture invoking LLMs only
for the most uncertain misclassifications (calibrated confidence near 0.5); (2) on-
demand LLM translation of non-English emails, improving accuracy from 50%
to 75% across 18 languages; (3) an on-demand explainability module converting
Local Interpretable Model-agnostic Explanations (LIME) attributions into plain-
language warnings; and (4) a head-to-head evaluation of GPT-4, Claude 3.5 Sonnet,
and DeepSeek across all three tasks.

3. Methodology

3.1. Machine Learning Classification Pipeline

The pipeline requires a classifier with high accuracy on English email text, cali-
brated probability estimates for uncertainty routing, and feature-level attributions
for explainability. Raw emails are preprocessed via tokenization, stop-word re-
moval, lowercasing, stemming, and URL removal [12, 19]. A Linear SVM with
TF-IDF vectorization was selected after evaluating neural, tree-based, and linear
alternatives [18, 26].
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Figure 2. Selective hybrid architecture: ML processes all emails;
LLMs are invoked only for uncertain misclassifications, non-English
content, and on-demand explanations.

Figure 2 illustrates the overall architecture. TF-IDF (up to 10.000 features,
n-gram range 1-3, min/max document frequency 2/0.95) was chosen for its sub-
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millisecond CPU inference on sparse matrix representations, directly interpretable
feature weights compatible with LIME, and natural emphasis on rare discriminative
phishing terms [14, 26]. N-gram features capture contextual phrasal cues such as
“verify your account” that distinguish phishing from legitimate messages [17]. SVM
was selected for its strong generalisation in high-dimensional sparse spaces [18,
22, 26] and, critically, its calibration via Platt scaling (CalibratedClassifierCV, 5-
fold) which transforms the decision function into posterior probabilities [10] — the
mechanism enabling selective routing:

Ply=1|z)=0(A- f(z) + B)

where o is the sigmoid function, f(z) the SVM decision function, and A, B are
learned calibration parameters. A well-calibrated classifier correctly quantifies the
level of uncertainty associated with its predictions, which is essential for cost-
sensitive classification and optimal decision making [10].

3.2. Selective Large Language Model Augmentation

The three LLM components share a common principle. LLM invocation occurs
only when and where it provides measurable value over the ML baseline.

Error correction. The SVM assigns a calibrated posterior probability P(y =
1] z) to every email. An email is considered uncertain when this probability falls
within the band [0.5 — 4, 0.5+ J] for a configurable threshold ¢, meaning the model
has low confidence in either class. The k most uncertain ML misclassifications —
those with calibrated confidence closest to 0.5 — are routed to LLM re-classification,
where k is a budget parameter controlling the accuracy—cost trade-off:

Confidence(z) = max Ply=c|zx)

Ambiguous cases benefit from the LLM’s ability to reason about intent, tone,
and deceptive context that lexical features miss [20, 25].

Multilingual translation. Non-English emails are routed to an LLM using a
phishing-aware prompt that explicitly instructs the model to preserve urgency
markers, grammatical errors, and suspicious phrasing rather than produce fluent
translations. This is deliberate: these surface anomalies are the diagnostic signals
the English-trained SVM relies on for classification [23]. Translation is performed
on demand rather than universally, avoiding the per-email latency and cost of
preprocessing all incoming email [27].

On-demand explainability. LIME feature attributions are generated for the ML
prediction and passed to an LLM only when a user requests an explanation. Local
Interpretable Model-agnostic Explanations (LIME) is an explainability technique
that approximates any classifier locally with a simple interpretable model, iden-
tifying which input features most influenced a specific prediction [21]. SHapley
Additive exPlanations (SHAP) is an alternative that assigns each feature a contri-
bution score derived from cooperative game theory, measuring its average impact
across all possible feature combinations [21]. LIME was chosen over SHAP for
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its local operation on individual predictions and direct compatibility with the TF-
IDF vocabulary, enabling the LLM to map numerical weights to concrete phishing
tactics in accessible natural language [7, 21].

3.3. Large Language Model Provider Selection

GPT-4 (openai/gpt-4.1), Claude 3.5 Sonnet (anthropic/claude-3.5-sonnet), and
DeepSeek (deepseek/deepseek-chat-v3.1) were selected as leading commercial mod-
els with strong multilingual pretraining and documented reasoning performance [13,
16]. Independent benchmarking by Artificial Analysis [3] confirms that these
three providers represent distinct positions on the intelligence—speed—cost frontier,
making them well-suited for comparative evaluation across latency-sensitive and
accuracy-critical tasks. All API calls were made via OpenRouter at temperature
0.3 [13, 25].

4. Experimental Design

ML Training Dataset: 17.496 English emails sourced from the Phishing Email
Collection on Kaggle [9] (after removing 1.154 duplicates from 18.650 originals),
split 80/20 into training (13.996) and held-out test (3.500) sets using stratified
sampling.

Hybrid Test Dataset: 16.478 emails from the Phishing Emails dataset on Hug-
gingFace [8], completely separate from training. Used to assess real-world general-
ization and evaluate selective LLM error correction.

Multilingual Dataset: 36 manually curated emails across 18 languages (Hun-
garian, Spanish, French, German, Italian, Russian, Japanese, Portuguese, Polish,
Dutch, Swedish, Turkish, Arabic, Korean, Czech, Greek, Norwegian, Finnish), one
phishing and one legitimate per language, each reflecting culturally specific phish-
ing tactics.

Model performance was assessed using 10-fold stratified cross-validation [11].
Cross-validation is a resampling technique that partitions the dataset into k equally
sized folds; the model is trained on k£ — 1 folds and evaluated on the remaining
fold, repeating this process k times so that every sample is used for evaluation
exactly once. Using k = 10 is a standard choice that balances bias and variance
while preserving class distribution across folds. Stability was confirmed across ten
random data splits.

Explainability quality was quantified using the Flesch Reading Ease score [6],
a standardised readability metric scored on a 0-100 scale. Scores in the range 70—
80 correspond to text readily understood by a 7th-grade student, scores of 60-70
indicate standard readability accessible to an 8th—9th grade reader, scores of 50-60
reflect content suited to a high school student, scores of 30-50 indicate college-
level difficulty, and scores below 30 describe highly technical or professional text
typically requiring advanced education to comprehend. This metric was used to
measure the accessibility of LLM-generated explanations for non-expert users.
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5. Results and Analysis

5.1. ML Baseline

The SVM model achieved 98.37% accuracy on the held-out test set (F1: 0.9781,
ROC-AUC: 0.9986) with training time of 3.13 seconds and inference at 0.34 ms
per email. On the independent hybrid test dataset, the model processed all 16.478
emails in 5.55 seconds, achieving 90.30% accuracy (1.598 misclassifications), re-
flecting realistic domain shift between training and deployment data.

5.2. Selective Error Correction

The 1.598 misclassified emails were ranked by uncertainty and the 250 most un-
certain cases were selected for LLM review. In this evaluation, ground truth la-
bels were available to identify confirmed misclassifications; in production deploy-
ment, the system would instead route all predictions below a configurable confi-
dence threshold to LLM review, with the optimal threshold determined empirically
per deployment context. Table 2 presents the correction results across all three
providers, and Figure 3 visualises the accuracy and number of mistakes corrected.

Table 2. LLM Error Correction on 250 Most Uncertain ML Mis-

classifications.
Model Accuracy Fixed Avg Time/Email
Claude 3.5 Sonnet 93.60% 234/250 2.06 s
GPT-4 68.00% 170/250 0.67 s
DeepSeek 57.94% 135/250 14.46 s
10 LLM Accuracy on 250 Uncertain ML Mistakes ML Mistakes Corrected by Each LLM

93.60% 234

N
g
8

Accuracy
Number of Mistakes Fixed
g g

g
g

0
DeepSeek GPT Claude DeepSeek GPT.

Figure 3. LLM accuracy and number of mistakes corrected on 250
most uncertain ML misclassifications.

Claude 3.5 Sonnet achieved the highest correction accuracy (93.60%, 234,/250),
while GPT-4’s lower accuracy (68%) is offset by its 3x faster response time, making
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it preferable for latency-sensitive deployments. The wide performance gap (57.94—
93.60%) confirms that semantic reasoning about deceptive intent varies substan-
tially across LLM architectures [16].

5.3. Multilingual Translation

The multilingual dataset was designed for representative coverage across diverse
language families rather than volume, balancing evaluation breadth against the
per-call API costs inherent to LLM-based processing. Table 3 reports classification
performance across all translation configurations, and Figure 4 compares F1 scores
across providers.

Table 3. Multilingual Classification Performance (36 Emails, 18

Languages).
Approach Accuracy Recall F1 Time/Email
ML Only (Raw) 50.0% 66.7%  0.571 6.83 ms
ML + GPT-4 63.9% 83.3% 0.698 847 ms
ML + Claude 3.5 58.3% 88.9% 0.681 2.033 ms
ML + DeepSeek 75.0% 94.4% 0.791 2.611 ms

F1 Comparison: ML Alone (raw body) vs ML + LLM Translation

1.0

0.8 1

0.6

F1 Score

0.4 4

0.2 1

0.0 -

Approach

Figure 4. F1 score comparison: ML alone vs ML with LLM trans-
lation across three providers.

Without translation, the ML baseline scored 50% — equivalent to random guess-
ing. DeepSeek achieved the best results (75% accuracy, 94.4% recall, F1 0.791),
a 38% relative F1 improvement over baseline, while GPT-4 offered a favorable
speed—accuracy trade-off at 847 ms per email. High recall is critical: missed phish-
ing emails reach users [27].
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5.4. Explainability Enhancement

This evaluation prioritised qualitative depth and comparison of explanation quality
across providers over large-scale quantitative evaluation, reflecting practical API
cost constraints for a three-provider comparison. Table 4 presents the readability
scores and latency of LLM-generated explanations across all three providers, and
Figure 5 visualises the mean Flesch scores.

Table 4. Readability of LLM-Generated Explanations (5 Emails).

Model Mean Flesch Std Dev  Time/Explanation
DeepSeek 65.59 6.65 6.72 s
GPT-4 62.70 14.67 4.15 s
Claude 3.5 Sonnet 32.13 16.05 7.04 s

DeepSeek achieved the highest mean Flesch Reading Ease score (65.59, 8th—9th
grade) with the lowest variance (6.65), indicating consistent accessibility across
email types. GPT-4 produced comparable readability (62.70) at the lowest latency
(4.158). Claude’s low score (32.13, college level) suggests it prioritizes thoroughness
over simplicity. All three providers successfully transformed LIME feature-weight
pairs into plain-language warnings [21].

Average Readability Score by Provider
(Higher = Easier to Read)

62.7

60 1

w Iy o
S S o

Readability Score

N
o

104

DeepSeek GPT Claude
Provider

Figure 5. Average Flesch Reading Ease scores by LLM provider.
Higher scores indicate more accessible explanations for non-expert
users.
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6. Discussion and Conclusion

Architectural Effectiveness

Routing only 1.5% of emails (250 of 16.478) to LLM review preserves ML-level
throughput while recovering the most difficult misclassifications. The results con-
firm the core hypothesis: email classification exhibits heterogeneous difficulty, and
restricting LLM invocation to calibrated failure points delivers LLM-level accuracy
at a fraction of the cost.

Task-Specific LLM Recommendations

No single provider dominates all tasks: Claude 3.5 Sonnet leads on error correction
(93.60%), DeepSeek on translation (75%, F1 0.791) and readability (65.59 Flesch),
and GPT-4 on speed across all tasks. The modular architecture allows independent
provider selection per task and naturally extends to a multi-agent collaboration
paradigm, where specialized agents (one optimized for classification correction,
one for translation, one for explanation generation) operate in parallel under a
lightweight routing controller [13].

Future Work

Future work should validate thresholding in production, compare LLM translation
against language-specific ML models, run user studies on explanation comprehen-
sion, and assess prompt injection resilience. Although the current system does not
explicitly analyse URLs or attachments, LLMs may still recognise suspicious URL
patterns through their broad pretraining knowledge, even without task-specific
training on phishing URLs [16]; incorporating raw URL strings and attachment
metadata into the LLM prompt, and potentially fine-tuning on phishing-specific
datasets, would further strengthen this capability. As selective hybrid architectures
of this kind are novel, the present work prioritised breadth of exploration across
three distinct tasks and three LLM providers rather than depth of scale within
any single task; larger-scale multilingual and explainability evaluations represent a
natural next step as API costs continue to decrease and access to richer phishing
datasets improves.

Conclusion

The proposed architecture demonstrates that targeting LLMs only at ML fail-
ure points delivers LLM-level accuracy at a fraction of the cost. This provides a
practical path to robust, explainable, and multilingual phishing detection. The
implementation is publicly available [4].
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